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Abstract—This electronic docum Wireless Sensor Network (WSN) is exposed to many threats to destroy data confidentiality
during the transmission in the communication channel. The Jamming is one of these threats. To face this threat, we should
discuss this problem from many directions. The discussion includes jamming types and its effects, jamming detection
techniques, disturber localization methods, and defensive techniques. The reduction or removal of the effectiveness of jamming
from the reconstructed data at the receiver enhances the performance of WSN. The techniques used to face this threat are
discussed in this paper. The enhancements of these techniques are introduced in this paper which are extracted from their
drawbacks. The weakness point of the disturber is the inability to jam the signal frequency which leads us to propose a
defensive technique to remove the effectiveness of jamming completely from the reconstructed data at the receiver. The
proposed defensive technique guides us to remove the attached redundancy of the coding techniques from the packets. And
also, it reduces the transmission time of the transmitted message. So, the overall performance of WSN is improved due to
jamming removal.
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Techniques.

I. Introduction

Wireless networks have been becoming more affordable
and deployed in different modalities [1]. Wireless Sensor
Network (WSN) is one of these modalities which constitutes
a set of light-weight devices called sensor nodes. Each node
in WSN is equipped with a radio transceiver [2]. WSN is
growing extremely and becoming more and more attractive
for a variety of application areas such as surveillance of
information, industrial secrets, air pollution monitoring, and
many more. WSN is mostly used for gathering application
specific information from the surrounding environment. The
primary weakness shared by all wireless application and
technologies is the vulnerability to security threats [3]. A
denial-of-service (DoS) attack is typically one of these
threats used by illegitimate users to reduce the functionality
and the overall performance of the network [4]. DoS from
jamming is difficult to remove it from the reconstructed
signal at the receiver with the limit resources available to
WSN nodes [5].

Jamming can occur either unintentionally in the form of
interference, noise, or collision to disrupt or prevent the
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signal transmission in WSN [6]. And Also, jamming can
exhaust the battery energy of the nodes due to multiple
retransmission processes. The disturber has many forms and
it can be summarized into four types: constant disturber,
deceptive disturber, random disturber, and reactive disturber
[7]. These types can be differentiated from each other from
their definitions. Constant disturber continually emits a radio
signal into WSN channels. Deceptive disturber constantly
injects regular packets without any gap between subsequent
packet transmissions. Random disturber alternates between
sleeping and jamming. Finally, reactive disturber emits a
radio signal into WSN channels as soon as it senses an
activity on the channel. From the definitions of the disturber
types, all disturber types except reactive disturber are active
attacks because they try to block the channel irrespective of
the traffic pattern on the channel while reactive channel
depends on traffic status. So, reactive disturber may be
harder to detect than the others. The Jammed nodes are
called victim nodes while the non jammed nodes are called
the boundary nodes which are the neighbors of the victim
nodes. The nodes which active the reactive nodes are called
trigger nodes as shown in Fig. 1.
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Figure 1. Sensor nodes types in the presence of disturber.

To protect the network from jamming, many
mechanisms have been proposed to defeat or diminish the
effectiveness of jamming. Jamming detection, its localization
methods, and the defensive techniques are discussed in this
paper. The detection of the jamming beside the disturber
localization enforce the ability of defensive mechanisms to
defeat or diminish the effectiveness of jamming. The two
most popular defensive mechanisms are Frequency Hopping
Spread Spectrum (FHSS) and Direct Sequence Spread
Spectrum (DSSS) [1]. The weakness point of these techniques
introduces their proposed enhancements. These enhancements
are explained and compared with the traditional techniques.
The proposed detection technique prolongs the battery
lifetime of the sensor nodes. The proposed localization
method specifies the disturber position exactly in comparison
with the traditional methods. This enhancement guides us to
remove the disturber manually from the network or change
the data route. The paper introduces two defensive
techniques. One of them removes the effectiveness of
jamming completely from the reconstructed data. So, the
sensor network can send and receive without dependence on
detection techniques or localization methods. Jamming
removal enhances the performance of WSN.

The organization of the paper is as follows: section II
introduces the related work of the jamming detection
techniques, localization methods, and defensive techniques
while their enhancements and the results are discussed in
sections III and IV respectively. Finally, the conclusions of
these discussions are shown in the end of this paper.

II. Related Work

A. Jamming detection techniques

WSN is a self-configuring network of small sensor nodes
communicating among themselves using radio signals
deployed in quantity to sense, monitor, and understand the
physical world [8]. Disturber negatively affects the sensor
nodes in its inability to send its packets correctly to BS;
causing multiple retransmission processes due to multiple
Negative Acknowledgements (NACKs) or no received
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ACKs from the receiver. These problems guide the sensor
nodes to use jamming detection technique to take a decision
to prevent the exhaustion of battery energy. The objective of
the jamming detection techniques is to minimize the number
of required observation samples to derive a decision about
existence of disturber in the communication channels [6].
Some of them depend on measurements of the regular
transmission and the others assign periodic time to detect the
presence of jamming within the communication channel
using an assignment detection packet. The jamming detection
measurements depend on the side type: sender or receiver.

A.1. Jamming detection measurements
Jamming detection measurements at the sender side

The disturbers can prevent a legitimate source from
sending out packets because of the channel might appear
constantly busy to the source. In this case, the sensor nodes
spend waiting time until the channel become idle. The
technique used for jamming detection in this case is namely
by carrier sensing time. The sensor nodes declare the
existence of disturber in the communication channel when
the carrier sensing time is above a threshold time specified
by the network operator. In most forms of wireless Medium
Access Control (MAC), governing rules decide who can
transmit and which time. One popular class of MAC
protocols are those based on Carrier Sense Multiple Access
(CSMA) [1]. The carrier sense time with MAC protocols is
suitable to detect both constant disturber and deceptive
disturber but, it is not suitable to detect the other disturber
types: random disturber and reactive disturber because the
later types jam the communication channel under conditions
while the first types jam the communication channel all the
time. So, the need to another detection technique guides the
problem to Packet Send Ratio (PSR) which is defined as the
ratio of packets that are successfully send out by a legitimate
traffic source compared to the number of packets it intends to
send out at the MAC layer [1] or it can be defined as the ratio
of number of received ACK by the total number of packets.
Depending on a comparison PSR with a specified threshold,
the sender can declare the existence of disturber in the
communication channel to stop the retransmission processes.
Until now, PSR is the popular technique at the sender side to
detect all the disturber types and guides the sensor nodes to
the defensive mechanisms to minimize the effectiveness of
jamming on the communication channel as possible.

Jamming detection measurements at the receiver side

The senor node as a receiver does not spend more energy
like the sender side in the jamming detection. The main
objective of the disturber with respect to the receiver is the
packet disrupting before the receiving process. The signal
strength does not consider a real metric used to declare the
existence of the jamming in the communication channel
because the disturber can reduce the signal strength at the
sender side before reach the receiver and also he can amplify



Int. J. Sci. Res. in Network Security & Communication

the signal strength at the receiver side as an expected matter
because of his high energy in comparison with the
transmitting energy of the sensor node. The distributed
received packets means the receiver will request packets
retransmission and can cause exhaustion to the node battery.
It has been thought about another measure namely by Packet
Delivery Ratio (PDR). PDR is much like PSR and is defined
as the ratio of the number of packets that are successfully
delivered to the destination compared to the number of
packets that have been sent out by the sender. The number of
packets that are successfully delivered to a destination is
measured from number of packets that pass the CRC check
while the number of packets that have been sent out by the
sender is defined from the received packet header. Until now,
PDR is the popular technique at the receiver side to detect all
the disturber types. So, the sensor nodes should use a suitable
defensive mechanism to minimize the effectiveness of
jamming on the communication channel as possible.

A.2. Periodic jamming detection

Periodic jamming detection prevents energy consumption
in the data transmission and multiple retransmission
processes in the presence of jamming. The periodic jamming
detection has assigned a detection packet between the nodes
in the communication channels. This packet is sent between
sensor nodes periodically before regular transmission. The
contents of the detection packet are different from of
technique to another technique. These techniques can be
summarized as follows:

DoS check timer

One of these detection packet is a packet of size 31-bytes.
This detection packet is suggested to send it to the other node
in the communication area periodically depending on a time
specified by the application layer namely by DoS check
timer. The delay in the reply or receiving NACK from the
other node means the presence of jamming [9]. So, the
sender only who specify the presence of disturber in the
communication channel. This technique was applied on three
different topology: two-party radio communication,
infrastructure network, and Ad hoc network.

Radio Interference Detection (RID)

Two packets were suggested by Radio Interference
Detection (RID) technique for jamming detection process:
High Power Detection packet (HD) and Normal Power
Detection packet (ND) [10]. The sender used a HD-ND
detection by sending out a HD-packet of size 2-bytes which
only contains its ID followed by ND packet after certain time
namely by Minimal Hardware Wait Time (MHWT). The
absence of ND or disrupted ND packet at the receiver side
means the presence of disturber. To ensure from the result,
this process was repeated many times. And also, the
enhancement of RID is namely by RID-B which uses TDMA
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protocol with RID to separate the multi transmission
collision from the effectiveness of jamming from the results.

A Query-based Jamming Detection Algorithm (QUJDA)

A Query-based Jamming Detection Algorithm (QUJDA)
is an anomaly-based and distributed algorithm by which
jamming attacks can be detected by exchange a QUERY and
REPLY packets of size 7-bytes each among the neighbors
periodically [11]. The packet disruption or receiving NACK
refers to the presence of disturber in the communication
channel. Both the sender and the receiver share to detect the
jamming.

Broadcasting a beacon

Instead of detecting the jamming between two neighbor
nodes, it is suggested to carry out the jamming detection in
each cluster. Each node in a cluster broadcasts a beacon that
carries its ID periodically. From the absence of ACK or the
presence of NACKSs, the jamming can be detected [12]. So,
each node, as a sender, can specify the jamming location.

PROBE message

The assumption of the presence of jamming in the
communication channel has been assumed and measured by
some way. After that, the nodes outside the jamming area,
boundary nodes, prevent the communication with the nodes
inside the jammed area, victim nodes [13]. The boundary
nodes test the communication channel with the victim nodes
periodically using PROBE message. So, the communication
with the victim nodes in the future means no jamming
between them.

B. Disturber localization methods

Disturber localization in WSN is important so as to take
security actions against the disturber and restore the network
communication [14]. The victim nodes in jamming area can
be specified by their received packets using jamming
detection technique. It has been suggested to analysis this
jamming area to discover the disturber type with the victim
nodes [15]. The trigger nodes localization is one of the
methods used to locate one type of the disturbers, reactive
disturber, in WSN [16]. This technique partitioned the victim
nodes into groups and each node in these groups uses a
detection technique to specify the trigger nodes. Instead of
locating the jamming area or the trigger nodes, it was
estimated different methods to specify the disturber position
to deal with him manually or to reconfigure WSN topology
such as: Centroid Localization (CL) [17], Weighted Centroid
Localization (WCL) [18], Virtual Force Iterative
Localization (VFIL) [19], and Double Circle Localization
(DCL) [14]. These methods have based on the known
location of the victim nodes.

B.1. Centroid Localization (CL)
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CL has depended on the victim nodes only to estimate the
disturber location by determination the average of x and y
values of the victim nodes as in (1).

( x disturber> 5) disturber)= | ——,—— (D)

B.2. Weighted Centroid Localization (WCL)
It is a CL enhancement by adding the weighting factor
into CL method. So, the disturber position can be estimated

as in (2) where: w, :%12 , and dis the distance between
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B.3. Virtual Force Iterative Localization (VFIL)
It is a another CL enhancement by adjusting the
estimation of disturber position by applying iterations on two
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B.4. Double Circle Localization (DCL)

Both CL and WCL are sensitive to node distribution and
network density, and VFIL has difficulties in disturber
transmission range estimation. To avoid these drawbacks,
DCL is based on Minimum Boundary Circle (MBC) and
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Maximum Inscribed Circle (MIC) to enhance the disturber
position estimation.

C. Defense techniques

Jamming is one of the threats which interferes with the
radio frequencies used by sensor nodes and may be viewed
as a special case of DoS attacks [20]. Jamming is divided
into four types: constant disturber, deceptive disturber,
random disturber, and reactive disturber [7]. To face this
interference, it must be gather information on the presence of
disturber in the communication channel, its type and its
location, to assist the defense techniques to face these
attacks. There are two ways to face the jamming: avoid
dealing with the victim nodes or dealing with them using
defense techniques. Some of ideas were suggested to avoid
dealing with the victim nodes: spatial retreats [9], the use of
the trigger nodes as a receiver only [16], changing the data
route using ant system [4], and no data transmission with the
victim nodes until jamming removal [13]. The other way of
use defense technique has many different ideas: regulated
transmitted power, FHSS, DSSS, hybrid FHSS/DSSS, Ultra
Wide Band (UWB) technology, antenna polarization,
directional transmission [20], wired pairs, uncoordinated
channel hopping [21], frame masking defense, packet
fragmentation, and redundant encoding [15].These
techniques are discussed as follows:

C.1. Frequency Hopping Spread Spectrum (FHSS)

FHSS is a spread spectrum method of the transmitting
radio signal by rapidly switching a carrier among many
frequency channel using a shared algorithm known at the
transmitter and the receiver [20]. The sensor nodes in WSN
environments comply with the ZigBee communication
protocol [20]. All ZigBee devices are required to comply
with the two versions of IEEE 802.15.4:2003 and 2006. The
communication between sensor nodes is in the unlicensed
2.4GHz, 902-928 MHz (North America), and 868MHz
(Europe) Industrial, Scientific, and Medical (ISM) bands.
The comparison between two versions of ZigBee
communication protocol is shown in table 1. The comparison
shows that: FHSS is suitable for the unlicensed 2.4GHz and
915MHz bands because of multiple channels in these bands
while 868 band is not suitable for FHSS because no enough
channels for hopping process. The capability of disturber to
jam the transmitted data at some channel guides the
defensive techniques to change the transmitting frequency to
another channel. And also, the probability of jamming
multiple channels guides us to use FHSS.

Table 1. WSN communication protocols

Unlicensed 902-928MHz 868MHz

2.4GHz (North America) (Europe)

No of 16 channels and | 10 channels and | 1-Channel
channels each channel | extended to 30 | and extended
occupying 3MHz | channels in | to 2-Channels
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with SMHz | version 2006 | in version
channel spacing with 2MHz | 2006
channel spacing
Data rate 250 Kbps per | 40 Kbps per | 20 Kbps
channel channel
Modulation Offset Quadrature | Binary Phase Shift Keying (BPSK)
technique Phase-shift and both O-QPSK and the
keying (O-QPSK) | combination  between  binary
that transmits 2- | keying and Amplitude Shift Key
bits per symbol (ASK) are added in version 2006
Transmission 10 to 75m
range
Maximum 0dBm (1ImW)
output power

C.2. Frequency hopping pairs

Because of diminishing the impact of jamming whenever
far from its center, it has been thought to link some nodes
pairs by wire connection to transfer the data from the
jamming area to the outside. The wire connection is shielded
by insulating layer which prevent the jamming from the
outside signals. Although the idea of wired pairs solved the
jamming problem significantly, the problem of wire
connection is added to WSN. So, the direction to the wireless
solutions has been taken by use FHSS instead of wire
connection. Not all sensor nodes use FHSS but the wired
pairs is replaced by FHSS only because the need for
synchronization may be a major reason against the usage of
FHSS in multihop WSN [21].

C.3. Direct Sequence Spread Spectrum (DSSS)

DSSS transmissions are performed by multiplying the
data being transmitted by a Pseudo Noise (PN) digital signal.
This PN digital signal is a pseudorandom sequence of 1 and -
1 values at a frequency much higher than that of the original
signal [20]. PN digital signal aids the decoder to recover the
jammed bits depending on the acting of each bit by multiple
bits.

C.4. Hybrid FHSS/DSSS

Hybrid FHSS/DSSS refers to use an advanced radio unit
by adding FHSS unit after DSSS unit in the sensor node
namely by Ares node [20]. The communication within Ares
nodes is the unlicensed 5SGHz band (5470-5725 MHz)
instead of 2.4 GHz band because of the heavily use of 2.4
GHz band. In the 5GHz band, there is 255 MHz of
bandwidth available for spread spectrum transmission. Ares
nodes uses 51 frequency channels for FHSSS with 5 MHz of
bandwidth available for DSSS. The data rate used in this
band is 252 Kbps per channel. Ares nodes have the ability to
perform frequency hops up to 100,000 per second. A
sequence of channels used was determined by a channel
sequence generation algorithm that used as a seed secret key.
This secret key was derived from a secret word, known only
to the nodes and the sink, using Password-Based Key
Derivation Function 2 (PBKDF2) [22] or the combination of
Mersenne Twister (MT199937) algorithm [23] with a Secure
Hash Algorithm 1 (SHA-1). The secret key scheme used here
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for enhanced security. The encryption key may change upon
sink request or in specific time intervals or arbitrary
depending on nodes computational power and available
energy. For even more enhanced security, the PN code may
be changed periodically. This scheme has used Flooding
Time Synchronization Protocol (FTSP) which is designed
especially for WSN and it has an average precision of 0.5us
per hop in a multihop case. The scheme did not use Global
Positioning System (GPS) for synchronization purpose
because GPS signals are highly vulnerable to face the
jamming and also GPS receivers would drastically increase
the Ares node cost. The hybrid FHSS/DSSS enhances the
performance of both FHSS and DSSS separately.
C.5. Packet fragmentation

The sensor node breaks the outgoing application payload
into fragments to be transmitted separately on different
channels and with different Start of Framer Delimiter (SFD)
sequence [15]. The last fragment contains a Frame Check
sequence (FCS) for the entire payload. The redundancy and
correction overhead may be reduced by using near-optimal
erasure codes which can be efficiently implemented in
hardware or software [24].

C.6. Popular defensive techniques
Regulated transmitted power

Higher transmitted power implies higher resistance
against jamming because a stranger jamming signal is needed
to overcome the original signal.

Ultra Wide Band (UWB) technology

UWB technology is a modulation technique based on
transmitting very short pulses simultaneously [25]. The use
of very short pulses resists the effects of both multipath and
jamming.

Antenna polarization

The antenna polarization is the orientation of the electric
field with respect to the earth’s surface [20]. The receiver
must have the same antenna polarization as the transmitter to
be able to receive the transmitted signal. Hence, if the sensor
nodes are capable of changing the polarization of their
antennas when they sense interference, they will be able to
effectively defend in jamming environments. To avoid the
problem of the synchronization of changing the antenna
polarization, it is suggested to program the nodes when they
sense interference [20].

Directional antenna

The directional antenna transmits and receives radio
waves only from one particular direction unlike the Omni-
directional antenna that transmits and receives radio waves
from all directions in the same time. The use of directional
antennas could dramatically improve jamming tolerance in
WSN. It provides better protection against eavesdropping,
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detection, and jamming than Omni-directional transmission
[20].

III. Proposed Enhancements

A. Jamming detection enhancement

It is suggested to use PSR with carrier sense time to detect
the disturber type at the sender side and also PDR with both
carrier sense time and signal strength at the receiver side.
The dependence on PSR and PDR specifies the presence of
jamming in the communication channel while the use of
carrier sense time and signal strength after PSR or PDR to
specify the jamming type.

If the sender detected the presence of jamming in the
communication channel by using PSR, then the state of the
channel after the detection process, the end of transmission
process, can specify the jamming type. The state of the
channel is idle means that the jamming was caused by a
reactive disturber and the busy channel means an active
disturber stays in the communication channel. But, the
sender cannot facilitate between the types of the active
jamming. The receiver side can use PDR with both the signal
strength and carrier sense time to facilitate between the
reactive and active jamming and also between all types of the
active jamming. PDR specifies the presence of the jamming
in the communication channel while the carrier sense time
and the signal strength of the received packets can facilities
between the jamming types. The use of carrier sense time
after PDR facilitate between the active jamming and the
reactive jamming while the use of the signal strength metric
after the carrier sense time metric facilitates between the
types of active disturbers:
e Constant disturbers jam all the packets in the
communication channel.
e Deceptive disturbers jam some bits and leave the
others periodically.
e Random disturbers jam some packets and leave the
others.

B. Proposed disturber localization method

The disturber target is the disruption of the exchanged
data within the communication area which contains sensor
nodes namely by victim nodes because of the impact of the
jamming on them. The jamming center is the disturber
position and it is determined by disturber localization
methods. But, These methods cannot determine the disturber
position exactly because the disturber transmitted power Py
is unknown parameter in the Friis transmission equation [20]
which shown in (6). So, it should find a solution to determine
the disturber position from Friis transmission equation.
Firstly, it should specify the known and unknown parameters
in the Friis transmission equation with respect to the victim
nodes. The known parameters are: received power P,
receiver antenna gain G, and wavelength A while the
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unknown parameters are: disturber transmitted power Py,
disturber antenna gain Gy, and system loss factor L. To
solve this problem, it should rewrite the Friis transmission
equation at the victim nodes as in (7) by considering all G
are the same for all n-victim nodes and i=1,2,...,n. So, the
Friis transmission equation becomes a proportional
relationship between P,; and d; where: d; is the distance
between the victim node-i and the disturber.

f— Gl.\'Gr.\'lz
" “167°d’L
(6)
2 2 2 Gume/lz
Puldl =szd2 ="'=Pmndn =T 2y i=l,....,n
T 16x’L

@)

Secondly, from the analytic geometry, the distance
between two points in the Xy-plane or between a victim node
(xi, yi) and the disturber position (xj, y;) can be determined by
using the distance formula as in (8) and as shown in Fig. 2.

Victim node

®
«._q
X ¥) .

Disturb

(xp, y))

Figure 2. xy-plane for a victim node at (x;, y;)
and a disturber at (x;, y;)

Finally, the disturber position at x; and y; can be
determined from (7) and (8) in (9) and (10) respectively
where its derivatives steps are shown in Appendix A.

d? :(xj —xi)2+(yj —yi)2

(3)
C1sz - CZSVI
x/_ -
Sx]SyZ _S.\'ZS)‘]
)
1
Y, =S_yl(C1 —X/S“)
(10)
Where:
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C. Two proposed defensive techniques
C.1. Inhomogeneous Carriers Modulation Technique (ICMT)
The enhancement in the modulation techniques is one of
the tools used to face the effectiveness of jamming. WSN has
used O-QPSK shown in table (1) to face the effectiveness of
jamming in the communication channel. We suggest an
enhancement in O-QBSK to improve the performance of the
WSN at the presence of Jamming in the communication
channel. The proposed modulation technique is shown in
Fig. 3 and is namely by Inhomogeneous Carriers Modulation
Technique (ICMT). Both the modulator and demodulator
have different carrier to transmit and reconstruct the
Message, Ms, respectively. The modulator uses C1 while the
receiver uses C, as in (11 and 12) respectively. The
modulator generates the modulated signal, T,, from the
original message by multiplying it by C; to send it to the
receiver as in (13) and Fig. 3.a. The receiver can reconstruct
the original message by multiplying the received signal, R,,
by C, to get M, which applied on Low Pass Filter (LPF) as in
(14) and Fig. 3.b to get the reconstructed message, M'.

C = % [Cos(27f 1)- Sin(2af 1)]

(11)
C, :%Cos(Zm‘c t) (12)
T :%[Cos(znﬁ 1)- Sin(2f 1) (13)
NG
M, = \1/% Cos(2nf 1) (14)
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| LPF |-

C C

a. Modulator b. Demodulator

Figure 3. Inhomogeneous Carriers Modulation Technique (ICMT)

C.2. Hybrid Frequency Modulation
Modulation (FM-AM)

Every disease has a weakness point causing the appearance
of its medicine. The weakness point of the disturber is the
inability to distort the frequency of the transmitted signal. Fig.
4 shows three signals: transmitted signal (the upper signal),
jamming signal (the middle signal), and received signal (the
last signal). The disturber adds his jamming signal to the
transmitted signal to jam it. He successes to jam both
amplitude and phase but he cannot jam the frequency. The
incapability to jam the signal frequency is the condition of the
jamming which is the disturber must use the same frequency
of the transmitted signal to jam it.

and Amplitude

So, it has been thought to use the Frequency Modulation
(FM) at Low Frequency (LF) band with Amplitude
Modulation (AM) at 2.4GHz band (ZigBee band) as shown
in Fig. 5. FM is used to modulate the carrier frequency at LF
by the amplitude of the original signal then, the Amplitude
Modulation (AM) is used to modulate the carrier frequency
at 2.4GHz band (ZigBee band) by FM modulated signal.
Both FM and AM are analog modulation techniques. So, it
should use the decimal value of every byte which will be in
[0,255] range. And also, it is suggested to represent every
byte, 8-bits, by a signal at LF band using FM in a duration
time equal to one bit duration time, t,. The reduction in
duration time of the one byte will enhance the data rate. The
proposed defensive technique (FM-AM) steps are shown as
follows:

At the transmitter

Step 1: let the first byte of some packet be (10110100),.

Step 2: convert the byte to a decimal value: f,=180.

Step 3: by using FM in LF band, the decimal value can be
represented by a signal with a frequency equal to f,, as in
(15) where A, is the multitude of the FM modulating signal.

x(t)= A, sin(27f, 1)
(15)

Step 4: use AM-modulator to modulate the carrier frequency
by x(t) at ZigBee band, f.=2.4GHz, as in (16) where A, is the
amplitude of the carrier signal.
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¥()=x(t)[A, sin(27f1)]
16)

Figure 4. Effectiveness of jamming on the amplitude, phase, and the
frequency of the transmitted signal
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At the receiver Figure 5. FM-AM modulation technique

Step 1: Use AM demodulator to multiply the received
jammed signal, s(t) shown in (17), by sin(2xnf.t) where A; and
v(t) are the jammed and jamming signal respectively. Then,
apply the results on Low Pass Filter (LPF) to get FM jammed
signal, r(t), as shown in (18) where Aj is the jammed
amplitude of recovered FM signal.

Step 2: Use FM demodulator to reconstruct the original
image.

Step 3: convert f,, to a binary to get (10110100), as in step 1.

s(t)= A,y +v() (17)
r(t)=A, sin(27f,1) (18)

FM demodulator can be replaced by three suggested ideas
to reconstruct the original message:
First idea: Apply r(t) on a differentiator to get r’(t) as in (19).
Then, we can get f;,, by the relation shown in (20).
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r(t)= A, (24, )cos(27f, 1) (19)
~ max(r(¢))
"= 2z max(r(1)) (20)

Second idea: Apply r(t) on a differentiator twice to get r’’(t)
as in (21). Then, we can get fm by the relation shown in (22).

r’(t)=-A, 2, ) sin(24f, 1) Q1)
_ 1 =)
In=2g r(r) .

Third idea: Apply r(t) on Fast Fourier Transform (FFT) with
each period to get R(w). R(w) is a delta function at f,,. So,
we can reconstruct f;,, value from frequency domain.

IV. Results and Discussions
A. Jamming detection techniques

Although the benefit of use a periodic jamming detection
to reduce the battery exhausting, it has some drawbacks:
First, the assumption of the disturber inability to analysis the
communication channel traffic to specify the detection type,
periodic or non-periodic from the transmitted packet size,
and its periodic time. The disturber can deceive the sensor
nodes. He can stop to jam the communication channel during
the detection process to jam it during the transmission time
only. This idea can exhaust the battery of the sensor nodes
quickly.

Second, the drawback of the periodic detection is the
inability to detect the jamming type because each type will
be active during the transmission process and the detection
techniques are used only to detect the presence or absence of
the disturber.

Third, the dependence on the disturber removal by himself in
the near time although he plans to stay for long time to
exhaust the sensor nodes in his area; the detection techniques
plans to detect the channel after some time if they detect
jamming in the communication channel. So, no need to use a
periodic jamming detection technique because the disturber
has planned to stay for long time.

Forth, the time used to detect the presence of the jamming
in the communication channel causes a delay time to send the
sensed data quickly. This drawback gives a success to the
disturber in his task without any efforts.

It has been proved the preference of use PSR than carrier
sense time with MAC protocols at the sender side and also
the preference of use PDR than signal strength at the receiver
side [1]. As shown later, the dependence on PSR and PDR
specifies the presence of jamming in the communication
channel while the use of carrier sense time and signal
strength after PSR or PDR to specify the jamming type. So,
this enhancement solves the second and the forth drawbacks
of periodic detection techniques while the first and the third
drawbacks can be solved by a defensive technique.
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B. Disturber localization methods

The main requirements of the disturber localization
methods are:

1. A suitable node localization protocol to specify the
exact node positions.

2. Suitable defensive mechanism to ensure the arrival
of node information to the sink correctly.

3. All victim nodes positions should be known and
also the boundary nodes positions should be known
as in the case of VFIL method.

The disturber localization methods have some drawbacks:
e The drawback of both CL and DCL methods is the

consideration of the disturber position inside the

communication area of the victim nodes although the
disturber can jam the victim nodes from outside their
communication area. The disturber can jam the same
victim nodes with the same boundary nodes from

different positions as shown in Fig. 6.

e The drawback of WCL is the consideration of the
distance, d;, between the victim nodes and the disturber
is known in its calculations. Three victim nodes only can
specify the disturber position exactly if d; is known. So,
the assumption of d; known in the estimation is not
acceptable.

e The drawback of VFIL method is the consideration of
the transmitted power, Py, of the disturber known
although the disturber can jam an area wider than the
communication area of the victim node with unknown
P as shown in Fig. 6. So, the weights determinations
are undefined for unknown Py;.

The proposed localization method considered only the
known parameters which area easily to measure. These
parameters are the received signal strength of the disturber
and the positions of the victim nodes which announce the
presence of jamming in its area. So, the disturber position
can be specified correctly even if his position was outside the
WSN. The localization methods requires only a defensive
technique to carry these jamming information to the sink.

Boundary nodes Victim nodes

&l& )

+ ®®,

® e

\ @ ®e
PN S

e 3

+ Disturber position 1
+ Disturber position 2
+ Disturber position 3

Figure 6. Three different positions for the disturber with different
transmitted power or different jamming area
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C. Defensive techniques
The survey on the defensive techniques showed their
drawbacks as follows:

1. Avoid dealing with the victim nodes gives a success
for the disturber in his task. The disturber plans to
exhaust the victim nodes for long time. So, the
disturber will accelerate the energy depletion of the
victim nodes.

2. The spatial retreats [9] solution needs a vehicle or a
creature to carry the sensor node to another position
because the victim nodes cannot move by their
selves. So, it should have enough space for motion
without any obstacles. The motion by a vehicle
needs enough energy to carry the sensor node to
another space. So, we suggest to use the vehicle
energy to send the data by high transmitted power
instead of the motion to another position.

3. The use of trigger nodes as receivers [16] change
the sensor node task to send the sensed data to the
sink and no plan to send data from the sink to the
sensor node. So, it gives the ability for the reactive
disturber to end the life of the trigger nodes.

4. The problem of FHSS is the synchronization
between the sender and the receiver or the both side
must take this action together but, this is difficult in
the presence of jamming. So, it was suggested to
use FHSSS technique between the sender and the
receiver as a communication technique. But, the
disturbers can change from their natural to jam all
available communication channels by a rate higher
than FHSS.

5. Although both FHSS and DSSS spread the
spectrum, they improve the performance by
reducing the number of retransmission processes.

6. The use of O-QPSK as a modulation technique with
FHSS and DSSS improves the performance of the
transmission process in the face of effectiveness of
jamming.

7. The disturber can jam all available communication
channels even if secure the hop sequence or PN code
as in Ares nodes because the disturber depends on
disruption all the available channels by a rate higher
than FHSS and also the secure of PN does not face
the disturber but enhance the data encryption not
more.

As a result, it should use a defensive technique to deal with
the jamming rather than avoid dealing with it. And also, all
suggested defensive mechanisms cannot remove the
effectiveness of jamming from the communication channel
because the probability of retransmission processes still exists
due to channel jamming.

0O-QPSK is tested by different jamming signals and
compared with the two new defensive techniques:
Inhomogeneous Carriers Modulation Technique (ICMT) and
Hybrid Amplitude Modulation and Frequency Modulation

9
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(FM-AM). The jamming signals shown in (23-27) where: A;
and f. are the amplitude and frequency of the jamming
signals. These modulation techniques are tested under
effectiveness of jamming using an image of size 100x80 as
shown in Fig. 7, Aj=%1, and {~=2.4GHz. The quality of the
reconstructed image is measured by Peak Signal-to-Noise
Ratio (PSNR) and is written down in table (2). Fig. 8 shows
the reconstructed image at the receiver according to the
measured PSNR shown in table (2). In the end, the results
show that:

1. O-QPSK is affected by all jamming signals except J,5 at

Aj=£2.

2. ICMT is affected only by J,, and J,; as shown in table (2).

3. FM-AM is not affected by any jamming signals because
of the dependence on the frequency which is the
weakness point of the disturber.

4. FM-AM represents each one byte by one signal while
both O-QPSK and ICMT represents each two bits by one
signal in a time period equal to the two bits time. So, FM-
AM enhances the data rate 8-times the data rate of O-
QPSK.

5. No effectiveness of jamming means no need to the
redundancy bits of the coding techniques. So, the data
rate will be enhanced by removal these redundancy bits
from the message.

6. No effectiveness of jamming prolongs the battery lifetime
of the sensor node because no retransmission process and
no delay time spent to detect the presence of jamming in
the communication channel.

7. The attackers cannot change the contents of the
transmitted data.

8. The disturber localization methods can use FM-AM to
ensure the reception of jamming information to the sink

correctly. And also, FM-AM solves the first the third

drawbacks of the periodic detection techniques shown

later.

Figure 7. Original image
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Figure 8. Reconstructed images

Table 2. Measured PSNR (in dB) of modulation techniques

A 0-QPSK ICMT FM-AM
Ja1 -1 14.8717 Inf Inf
1 11.8769 Inf Inf
Jaz -1 5.6381 2.3220 Inf
1 9.1193 5.7997 Inf
Ja3 -1 5.9170 2.3220 Inf
1 8.2849 5.7997 Inf
Jas -1 14.8717 Inf Inf
1 11.8769 Inf Inf
Jas -1 Inf Inf Inf
1 Inf Inf Inf
-2 14.8717 Inf Inf
2 11.8769 Inf Inf

J,(0) = A, sin(27f.1)

(23)
J,, @)= A, cos(2xf 1)
(24)
J () = A [sin(27f.1)+ cos(27.1)]
(25)
J,, ()= A square(27f 1)
(26)

10
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J, @)= % [square(27y‘(_t)+ 1]
27)

V. Conclusions

Data transmission in WSN faces many threats. Jamming
is one of these threats causing retransmission processes and
exhaustion the battery energy of the sensor node. This threat
is analyzed from three directions: detection techniques, and
localization methods, and defensive techniques. The
enhancements in these techniques came from their
drawbacks. The enhancement in the detection techniques
prolong the sensor node lifetime. The enhancement in the
disturber localization methods specifies the disturber position
correctly. And also, it guides us to deal with the threat
without high efforts manually or automatically. The paper
introduced two proposed techniques as defensive techniques,
ICMT and FM-AM. ICMT is the enhancement of O-QPSK.
FM-AM is the hybrid AM and FM. The quality of
reconstructed image at the receiver showed the weakness
point of the disturber in its inability to jam the signal
frequency. This enhancement, FM-AM, guides us to remove
the redundancy of the coding techniques from the transmitted
packets and reducing the byte duration time to equal the bit
duration time. FM-AM can face the other threats which
change the contents of the transmitted data and helps the
localization methods to do their task correctly. And also, it
enhances the overall performance of WSN because of the
improvement in the data rate without effectiveness of
jamming which prolong the battery lifetime of the sensor
node.
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Appendix A
Friis transmission equation [20] is defined by:

GG A

" exntd L
(A1)

Where: P, is the received power at the receiver side, Py is
the transmitted power at the sender side, G, and G are the
antenna gain at the sender and the receiver side respectively,
A is the wavelength, d is the distance between the receiver
and the transmitter, and L is the system loss factor. So, the
received power at the victim node-1 can be determined by:

G’M'Gnl/lz
Pml = PN i T
" l6x’d]L
(A2)
Then,
2 G’\’/Grrl/lz
Pd =F ,———
7 16x’L
(A.3)
And also, for victim nodes 2, 3, and 4, we can get:
2 Gu'sz/lz
Prr2d2 = Pu. : 7—2
' 7 16x°L
(A4)
2 GW'GM‘?/IZ
Rmdj, = Pu . —2
7 16x°L
(A.S)
GG X
P.d;=pP —l—
" 167°L
(A.6)
So, we can say that:
2
Pmdlz = RA‘Zdlz = Pmdlz = Pmdj =—p 8~

" 167°L
(A7)

By considering all G,y; of the victim nodes are the same.
From the analytic geometry, the distance between two points
in the xy-plane or between a victim node (x;, y;) and the
disturber position (xj, yj) can be determined by using the
distance formula as follows:

d12 :(x/ _x|)2+(y/_y|)2
(A.8)
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2

dzz :(xj_x2)2+(y/_yz)

(A.9)

dzz :('xj _x3)2+(y/_y3)2
(A.10)

d42 :(x/ _x4)2+(yj _y4)2
(A.11)

Subtract: (A.8)-(A.9), we can get:

d}-d; = (—2x1xj +x] =2y, y;,+ ylz)
—(—2x2xj +x,-2y,y, +y22)
=x,(2(x, —x )+, 20y, - »))
0 =)+ (7 = 92)

(A.12)

Subtract: (A.8)-(A.10), we can get:

d]2 —d; = (—2x]xj +)cl2 —2ylyj + ylz)
—(—2x3xj +x; =2y, + ysz)
= x,(20x, =% )+, 20y, - )
ot =)+ (7 -7)
(A.13)

By using (A.7), we can get:

1 _ i; 1_ f)rxl
dl2 _dz2 _ dlz _ sz _ Prxzpns _Pums
dl2 _dsz l_i; 1_i szPm _Pumz
d;

3

(A.14)

Equal (A.14) by the division result of (A-12)+(A.13), we will
get:

szprxs _Pml n3
PerPeri - })rxl})rXZ

xj(2(x2 4 ))+ y/(z()’z - ))"’(x]z _x22)+ (y12 _)’22)
x, 20 —x))+y, @0, =y )+ (e —x2)+ (57 - »2)

Finally, we can get:

Sax,+8,y, =G
(A.15)

Where:
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R B

P P.—P P
o S, =2y,-y)-2y, -y )rrm —mm
. ’ 1 ’ 1 Prszrxs_Prlerxz

(.2 _ .2 22 szPrxs_Rlerxs

° Cl - [(‘xl X3 )+(y1 Vs )] P,XzP,ﬁ _PmP,Xz

[l =)+ o7 - 52)]
By the same way
Subtract: (A.9)-(A.10), we can get:
d:-d: =

(_szxj +)C22 _2y2yj +y22)_(_2‘x3‘xj +'X32 _2y3yj +y32)

=x,(20x, —x, )+ y, 0y, = v, )+ (62 —x2)+ (32 = y?)
(A.16)

Subtract: (A.9)-(A.11), we can get:

d2-d? =
(_szxj +)C22 _2y2yj +y22)_(_2‘x4'xj +)CZ _2y4yj +yj)
=xj(2(x4 _xz))+yj(2(y4 _yz))+(x22 _x42)+(y22 _yf)
(A.17)

By using (A.7), we can get:

l—d—; 1— w2
dy—d; __d; ___ P,
dzz_df - l_ij - 1— 2
dy P
— RXSPrx4 _Prszmt
- PrXSPrx4 _Prszrxs

(A.18)

Equal (A.18) by the division result of (A-16)+(A.17), we will
get:

Pr)cSPrx4 _PerPr)c4 _
Prx3Prx4 _PrXZPr)d -
xj(2(x3 _xz))+ yj(2(y3 _yz))+(x22 _x;)—i_(yz2 _y32)
xj(z('x4_‘x2))+yj(2(y4 yz))+(xzz_xf)+(yzz_y:)

Finally, we can get:

szxj +Sy2yj = Cz
(A.19)

Where:
P.P,—P_P
° sz = 2()63 —xz)_z(x4 _xz) Prx3Prx4 - Pr)cZPr)g4
37 x4 27 3
PP, —P_P
] Sy2 = 2(_))3 — _))2)_2(})4 _ yz) Prx3Prx4 - Prx2PrX4
3% x4 x27 3
P.P,—P_P
L Gl e

[ -)+ (2 =52l
Divide: (A.15)+S,;, we will get:

S

xl

+ =1
X. y. =

1 ’ ’ 51
¥ ¥

(A.20)

Divide: (A.19)+S,,, we will get:

(A21)

Subtract: (A.20)-(A.21), we will get:
S. S, (a6
S, S,)7 (S, S,

CISyZ _CZSyl
X =—-"
! SXISyZ _szsyl

Then,

(A.22)

And y;j can be calculated from (A.20) as follows:

(A.23)
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