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Abstract- The systems of Peer-To-Peer are motivating towards a foremost paradigm move in the direction of genuinely 

distributed computing. Classification of peers as moreover trustworthy or untrustworthy is not enough in most of the cases. 

Metrics should include accuracy hence peers can be ranked consistent with trustworthiness. Metric of reputation is considered 

on basis of recommendations and it is considered as important when deciding in relation to strangers as well as new 

acquaintances. When scheming of reputation metric, recommendations are assessed on basis of trust metric of 

recommendation. In this work we aim at introducing an architecture known as SORT which is a representation of self-

organizing Trust intends to reduce malevolent activity in P2P structure by setting up trust associations between peers in their 

proximity. 
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1. INTRODUCTION 

 

Within Infrastructure of P2P system, established distinction 

among clients as well as back-end servers is basically 

disappearing. Managing of trust information is dependent 

towards structure of P2P system. The system of  

 

 

peer to peer was generally characterized by several 

properties such as no central harmonization, no peer has a 

global vision of system, global performance come out from 

local interactions, and peers as well as associations are 

variable. Managing of trust is a setback of meticulous 

significance in peer-to-peer setting where one normally 

meets unidentified agents [6]. The majority of trust 

representations do not consider the method in which 

interactions are rated and believe that a rating mechanism 

exists. The techniques which are traditional for managing 

trust are on basis of reputation; spotlight on semantic 

properties of trust representation. Those methods do not 

extent since they depend on a fundamental database or else 

necessitate for maintaining global information at every agent 

to make available data on previous interactions. Necessary 

problem connected to managing of reputation-based trust in 

P2P systems is that information concerning transactions 

performed among peers is dispersed through-out network 

with the intention that each peer can put up an estimation of 

global circumstance in network [8]. Architecture for 

managing trust was shown in fig1 which relies on entire 

system layers, specifically network, storage as well as 

managing of trust, on peer-to-peer mechanisms [5]. In such 

design a mechanism which was put into practice at an 

advanced level in a peer-to-peer manner has to consider 

properties, especially quality of service, concerning 

mechanisms of underlying layers. In this work we aim at 

introducing an architecture known as SORT which is a 

representation of self-organizing Trust intends to reduce 

malevolent activity in P2P structure by setting up trust 

associations between peers in their proximity [1] [4]. In the 

representation of SORT, peers are supposed to be strangers 

for each other at beginning and a peer turns out to be an 

acquaintance of another peer subsequent to providing a 

service. Parameters associated to peer capabilities, peer 

performance, as well as distribution of resources are 

approximated to quite a lot of empirical results which 

permits to build practical observations on progression of 

trust associations [12]. 

 

 
Fig1: An overview various system levels concerning P2P 

computing. 
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2. AN OVERVIEW TOWARDS METHODOLOGY OF 

SELF-ORGANIZING TRUST REPRESENTATION: 

 

In the systems of distributed hash table - basis methods each 

peer turns out to be a trust holder by means of accumulating 

feedbacks regarding other peers [15]. Classification of peers 

as moreover trustworthy or untrustworthy is not enough in 

most of the cases. Metrics should include accuracy hence 

peers can be ranked consistent with trustworthiness [3]. 

Solution on a structured system depends on DHT 

organization to store up trust information. Every peer turns 

out to be a trust holder of an additional peer, which is 

supposed to make available reliable global trust information 

on the other hand; a trust holder may be malevolent and 

offer inauthentic information. Abundant works on reputation 

as well as trust management in online communities have 

come into view in recent times [14]. The representation of 

common reference model that was applied by most of the 

approaches was shown in fig2. Representation of trust on 

P2P proposals has additional challenges when measured to 

e-commerce scheme. Malicious peers include additional 

attack opportunities in P2P trust representations due to 

shortage of a central authority [10]. SORT which is a 

representation of self-organizing Trust intends to reduce 

malevolent activity in P2P structure by setting up trust 

associations between peers in their proximity and defines 

three trust metrics. Metric of reputation is considered on 

basis of recommendations and it is considered as important 

when deciding in relation to strangers as well as new 

acquaintances [9]. Reputation loses its significance as 

understanding with an acquaintance enhances. The trust 

metric of recommendation is significant when appealing for 

recommendations. When scheming of reputation metric, 

recommendations are assessed on basis of trust metric of 

recommendation. Service as well as recommendation trust 

are most important metrics to compute trustworthiness in 

service as well as recommendation circumstance [7].  The 

metric of service trust is used when selection of service 

provider. A peer might be considered as good service 

provider however a bad recommender or else vice versa 

hence representation of self-organizing Trust considers 

providing services as well as providing recommendations as 

altered tasks and describes two contexts of trust such as 

service as well as recommendation contexts [2] [13]. In 

representation of self-organizing Trust, rather than 

considering an exact trust holder’s feedback as valid, public 

view from each and every acquaintance is measured as more 

trustworthy information. Rather than considering worldwide 

trust information, information concerning local trust is 

adequate to build decisions as peers build up their personal 

trust networks [16]. In representation of self-organizing 

Trust, peers convey reputation queries merely to peers which 

had worked together in past, which decrease network traffic 

when compared to the methods of flooding-based 

approaches [12]. Each peer increases its trust network and 

gets hold of additional convincing recommendations from 

acquaintances. 

 

Fig 2: An overview of representation of reputation and 

managing trust. 

3. RESULTS 

 

The systems of Peer-To-Peer are motivating towards a 

foremost paradigm move in the direction of genuinely 

distributed computing. The majority of trust representations 

do not consider the method in which interactions are rated 

and believe that a rating mechanism exists. In representation 

of self-organizing Trust to assess interactions as well as 

recommendations improved, significance, recentness, as 

well as parameters of peer satisfaction are measured. 

Recommender’s trustworthiness as well as assurance 

concerning recommendation is considered when assessing 

recommendations. Service as well as recommendation 

circumstance is separated which facilitates to compute 

trustworthiness in extensive variety of attack situations. 

Simulation tool of P2P file sharing was put into practice and 

performed experiments to recognize impact of SORT in 

mitigating attacks. Parameters associated to peer 

capabilities, peer performance, as well as distribution of 

resources are approximated to quite a lot of empirical results 

which permits to build practical observations on progression 

of trust associations. Experiments which are carried out on 

SORT demonstrate that superior peers can protect 

themselves against malevolent peers devoid of containing 

global trust information. SORT’s trust metric allow a peer to 

consider constancy of previous peers on basis of local 

information. Service as well as recommendation 

circumstance allow improved measurement of 

trustworthiness in offering services as well as providing 

recommendations. 

 

4. CONCLUSION 

Managing of trust information is dependent towards 

structure of P2P system. The techniques which are 

traditional for managing trust are on basis of reputation; 

spotlight on semantic properties of trust representation. 

Representation of trust on P2P proposals has additional 

challenges when measured to e-commerce scheme. In this 
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work we aim at introducing an architecture known as SORT 

which is a representation of self-organizing Trust intends to 

reduce malevolent activity in P2P structure by setting up 

trust associations between peers in their proximity. In 

representation of self-organizing Trust, peers convey 

reputation queries merely to peers which had worked 

together in past, which decrease network traffic when 

compared to the methods of flooding-based approaches. 

Service as well as recommendation trust are most important 

metrics to compute trustworthiness in service as well as 

recommendation circumstance.  In representation of self-

organizing Trust to assess interactions as well as 

recommendations improved, significance, recentness, as 

well as parameters of peer satisfaction are measured. 

SORT’s trust metric allow a peer to consider constancy of 

previous peers on basis of local information. In 

representation of self-organizing Trust, rather than 

considering an exact trust holder’s feedback as valid, public 

view from each and every acquaintance is measured as more 

trustworthy information.  

 

REFERENCES 

 
[1] S. Staab, B. Bhargava, L. Lilien, A. Rosenthal, M. Winslett, M. 

Sloman, T. Dillon, E. Chang, F.K. Hussain, W. Nejdl, D. 

Olmedilla, and V. Kashyap, “The Pudding of Trust,” IEEE 

Intelligent Systems,vol. 19, no. 5, pp. 74-88, 2004. 

[2] E. Terzi, Y. Zhong, B. Bhargava, Pankaj, and S. Madria, “An 

Algorithm for Building User-Role Profiles in a Trust 

Environment,” Proc. Fourth Int’l Conf. Data Warehousing and 

Knowledge Discovery (DaWaK), vol. 2454, 2002. 

[3] S. Saroiu, K. Gummadi, R. Dunn, S.D. Gribble, and H.M. Levy, 

“An Analysis of Internet Content Delivery Systems,” Proc. Fifth 

USENIX Symp. Operating Systems Design and Implementation 

(OSDI), 2002. 

[4] Ahmet Burak Can, and Bharat Bhargava “SORT: A Self-

ORganizing Trust Model for Peer-to-Peer Systems”, 2013 

 [5] F. Cornelli, E. Damiani, S.D.C. di Vimercati, S. Paraboschi, and P. 

Samarati, “Implementing a Reputation-Aware Gnutella Servant,” 

Proc. Networking 2002 Workshops Web Eng. and Peer-to-Peer 

Computing, 2002. 

[6] H. Yu, M. Kaminsky, P.B. Gibbons, and A. Flaxman, “Sybilguard: 

Defending against Sybil Attacks via Social Networks,” ACM 

SIGCOMM Computer Comm. Rev., vol. 36, no. 4, pp. 267-278, 

2006. 

[7] M. Ripeanu, I. Foster, and A. Iamnitchi, “Mapping the Gnutella 

Network: Properties of Large-Scale Peer-to-Peer Systems and 

Implications for System Design,” IEEE Internet Computing, vol. 

6, no. 1, pp. 50-57, Jan. 2002. 

[8] M. Virendra, M. Jadliwala, M. Chandrasekaran, and S. Upadhyaya, 

“Quantifying Trust in Mobile Ad-Hoc Networks,” Proc. IEEE 

Int’l Conf. Integration of Knowledge Intensive Multi-

AgentSystems (KIMAS), 2005. 

[9] Y. Wang and J. Vassileva, “Bayesian Network Trust Model in Peer-

to-Peer Networks,” Proc. Second Workshop Agents and Peer-to-

Peer Computing at the Autonomous Agents and Multi Agent 

Systems Conf. (AAMAS), 2003. 

[10] A. Habib, D. Xu, M. Atallah, B. Bhargava, and J. Chuang, “A 

Tree- Based Forward Digest Protocol to Verify Data Integrity in 

Distributed Media Streaming,” IEEE Trans. Knowledge and Data 

Eng., vol. 17, no. 7, pp. 1010-1014, July 2005. 

[11] I. Stoica, R. Morris, D. Karger, M.F. Kaashoek, and H. 

Balakrishnan, “Chord: A Scalable Peer-to-Peer Lookup Service 

for InternetApplications,” ACM SIGCOMM Computer Comm. 

Rev., vol. 31, no. 4, pp. 149-160, 2001. 

[12] R. Zhou and K. Hwang, “Powertrust: A Robust and Scalable 

Reputation System for Trusted Peer-to-Peer Computing,” IEEE 

rans. Parallel and Distributed Systems, vol. 18, no. 4, pp. 460-473, 

Apr. 2007. 

[13] K. Aberer and Z. Despotovic, “Managing Trust in a Peer-2-Peer 

Information System,” Proc. 10th Int’l Conf. Information and 

KnowledgeManagement (CIKM), 2001. 

[14] S. Xiao and I. Benbasat, “The Formation of Trust and Distrust in 

Recommendation Agents in Repeated Interactions: A Process- 

Tracing Analysis,” Proc. Fifth ACM Conf. Electronic Commerce 

(EC), 2003. 

[15] G. Swamynathan, B.Y. Zhao, and K.C. Almeroth, “Decoupling 

Service and Feedback Trust in a Peer-to-Peer Reputation System,” 

Proc. Int’l Conf. Parallel and Distributed Processing and 

Applications (ISPA), 2005. 

[16] Z. Despotovic and K. Aberer, “Trust-Aware Delivery of 

Composite Goods,” Proc. First Int’l Conf. Agents and Peer-to-

Peer Computing, 2002. 

 

 

 

 


